
20 Questions: 
WHAT’S YOUR ORGANIZATION’S
CYBERSECURITY GRADE?

All businesses today need cybersecurity. You already know that, but “cybersecurity” means more than just buying software or 
running antivirus programs. It’s about confidence: confidence that you’ve covered the basics, confidence that you’ve understood 
the threats to your business correctly, and confidence that you’ve taken the right actions.

Many of you probably have already taken some solid first steps on the road to securing your business.  Even if you think you’ve 
got the bases covered, take our test anyway: you might just be surprised what you learn.

People Questions

Is cybersecurity assigned as a principal responsibility to someone in the organization?   Yes   No   Don’t Know

Do all employees understand they have a stake in the security of the organization and a role to play 
in keeping it safe?    Yes   No   Don’t Know

Does every person in the company continually take security awareness training?   Yes   No   Don’t Know

Do you have a complete set of company-specific information security policies for the organization 
to follow?   Yes   No   Don’t Know

IT Questions

If you are hybrid or multi-cloud, are you fully informed on where your data is going and the level of 
protection both at rest and in-motion?   Yes   No   Don’t Know

Do you have full visibility into all your endpoints (end-user’s desktops, laptops, tablets, and mobile 
phones), and are they secure?   Yes   No   Don’t Know

Are you adding new remote capabilities, and are they fully secured?   Yes   No   Don’t Know

Do you conduct vulnerability assessments on an ongoing basis?   Yes   No   Don’t Know

Do you conduct penetration tests at least annually?   Yes   No   Don’t Know

Do you have a program in place to prevent ransomware?   Yes   No   Don’t Know

Business Questions

Are customers asking you to complete security questionnaires or including rigorous security 
requirements in contracts?   Yes   No   Don’t Know

Are you 100% confident that you are doing what you say you are doing in said questionnaires and 
contracts?   Yes   No   Don’t Know

Are you certain you are fully compliant with the changing regulations and laws, including new 
privacy requirements?   Yes   No   Don’t Know

Do you understand the financial risks of poor security?   Yes   No   Don’t Know

Are you willing to stake your business on it?   Yes   No   Don’t Know

Have you completed a comprehensive security assessment using an industry-standard 
cybersecurity framework like ISO or NIST?   Yes   No   Don’t Know

Do you have a plan for addressing and tracking gaps uncovered during that assessment?   Yes   No   Don’t Know



How did you do? Aced it or have gaps?
If you answered ‘yes’ to the majority of these questions – congratulations! You likely have the basic foundations covered. 

If you had some ‘no’s and don’t knows’, it’s OK. We often see firms handling parts of this list, but skipping over specific programs 
due to a lack of knowledge or resources or simply having a hard time keeping up with the changing landscape – from supplier 
questionnaires to changing regulations to the shift to remote/hybrid workforces.

As a team of renowned CISOs, it’s our job to keep our clients one step ahead of threats, bringing companies complete confidence 
that they are covered on the cybersecurity front. Our SaltCISO Solution includes:

• Complete oversight and leadership of your cybersecurity program
• Strategic goal-setting for your cyber program
• Custom Security Program Assessment resulting in a third-party validated report to share with customers and prospects
• Board relations on cybersecurity
• Creating GRC Program
• Developing/improving security architecture
• Responding to customer/prospect questionnaires and contracts
• Creating and maintaining InfoSec policies
• Ongoing vulnerability assessments (scanning/assessments)
• Security awareness training and phishing exercises
• Penetration Tests
• Handling miscellaneous security issues

Business Questions (continued)

Do you have a documented Incident Response Plan, and have you tested the plan to confirm you 
are prepared to respond quickly should a breach occur?   Yes   No   Don’t Know

Do you know where you stand against companies of your size/sector?   Yes   No   Don’t Know

Do you know if your security is more or less mature than your competitors and peers?   Yes   No   Don’t Know

Does your cybersecurity program accurately reflect your desired level of acceptable risk?   Yes   No   Don’t Know

Are you challenged in balancing the need for a CISO with the cost and availability of talent?   Yes   No   Don’t Know

Can you find and afford a Chief Information Security Officer to protect your organization?   Yes   No   Don’t Know

About Salt Cybersecurity

Salt Cybersecurity was built on the principle that all organizations deserve to be protected 
from the dangers of today’s cyber world. Developed from experience working with the 
largest enterprises, Salt Cybersecurity sifted through the multitude of security products 
and services, determined what was most important and effective, and created a solution 
to help all organizations protect themselves. The SaltCISO Solution can manage your entire 
cybersecurity program, from creating policies to conducting assessments to interfacing with 
the board. Leverage our expertise so you can focus on yours.

www.saltcyber.com
(617) 398-0425 

info@saltcyber.com

Next Steps? We offer Open Office Hours: You talk about your gaps and challenges,
we help diagnose the answers and best approach.

CONTACT US

https://www.saltcyber.com/
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